ABSTRACT
This paper is about the introduction to IP addressing in computer networks. An Internet Protocol address (IP address) is a numerical label assigned to each device (e.g., computer, printer) participating in a computer network that uses the internet protocol for communication. An IP address serves two principal functions: host or network interface identification and location addressing. IP addresses are added to packets in computer networks on third layer of OSI (open system interconnection) model or on second layer of TCP/IP protocol stack which is a practical implementation of OSI model and used now a days in internet.
I have given the classification of ip addresses into classless and classfull addressing and tried to explain the method of assigning ip addresses. I have also tried to explain why classfull mode of addressing failed and how a small mistake in estimation caused the need to develop IPv6 addresses.
I have also tried to explain the mechanism of static and dynamic assignment of addresses and public and private addressing in organizations.

In the end, various types of attacks on computer networks which make use of ip addresses are also explained.
INTRODUCTION

Before I define IP addresses formally, I would like to put some light on OSI and TCP/IP network models respectively.
The Open Systems Interconnection (OSI) model (ISO/IEC 7498-1) is a conceptual model that characterizes and standardizes the internal functions of a communication system by partitioning it into abstraction layers.
The model groups similar communication functions into one of seven logical layers. A layer serves the layer above it and is served by the layer below it. For example, a layer that provides error-free communications across a network provides the path needed by applications above it, while it calls the next lower layer to send and receive packets that make up the contents of that path. Two instances at one layer are connected by a horizontal connection on that layer.

This is a theoretical model with 7 layers as shown blow:
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On the other hand, TCP/IP protocol stack is an implementation of OSI model with some modifications; it has only four layers corresponding to seven layers of OSI model.

The Internet protocol suite is the networking model and a set of communication protocols used for the Internet and similar networks. It is commonly known as TCP/IP, because its most important protocols, the Transmission Control Protocol (TCP) and the Internet Protocol (IP) were the first networking protocols defined in this standard.

TCP/IP provides end-to-end connectivity specifying how data should be formatted, addressed, transmitted, routed and received at the destination. It has four abstraction layers which are used to sort all related protocols according to the scope of networking involved.

Connection between layers of OSI and TCP/IP model are shown in diagram blow:
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IP addresses are added on Internet layer of TCP/IP protocol stack or on Network layer of OSI model. The internet layer has the responsibility of sending packets across potentially multiple networks. Internetworking requires sending data from the source network to the destination network. This process is called routing.
In the Internet protocol suite, the Internet Protocol performs two basic functions:

· Host addressing and identification: This is accomplished with a hierarchical IP addressing system.

· Packet routing: This is the basic task of sending packets of data (datagrams) from source to destination by forwarding them to the next network router closer to the final destination.

This layer also devides the data received from higher layers into packets which are small transmittable segements of data and it has a definite header which contains information regarding source, destination and path followed by packet including IP addresses of systems.
IP Address
IP addresses 32 bit addresses (divided into 4 octets) used by the Internet Protocol (OSI Layer 3) for delivering packet to a device located in same or remote network.

This can be compared to your home address. A letter addressed to your home address will be delivered to your house because of this logical address. If you move to another house, your address will change, and letters addressed to you will be sent to your new address. But the person who the letter is being delivered to, that is “you”, is still the same.

IP addresses are stored internally as binary numbers but they are represented in decimal numbers because of simplicity.

An example of IP address is 192.168.10.100, which is actually 11000000.10101000.00001010.01100100.

For Each network, one address is used to represent the network and one address is used for broadcast. Network address is an IP address with all host bits are "0". Broadcast address is an IP address with all host bits are "1".

That means, for a network, the first IP address is the network address and the last IP address is the broadcast address. You cannot configure these addresses for your devices. All the usable IP addresses in any IP network are between network address and broadcast address.

We can use the following equation for find the number of usable IP addresses in a network (We have to use two IP addresses in each network to represent the network id and the broadcast id.)

Number of usable IP addresses = (2n)-2. Where "n" is the number of bits in host part.

Default Network

The IP address of 0.0.0.0 is used for the default network. When a program sends a packet to an address that is not added in the on the computer's routing table, the packet is forwarded to the gateway for 0.0.0.0, which may able to route it to the correct address.
Network Address: 
A network address is an identifier for a node or network interface of a telecommunications network.Network addresses are often designed to be unique across the network, although some networks allow for relative or local addresses that may not be unique.
Host Address:
In network addressing, the host address, or the host ID portion of an IP address, is the portion of the address used to identify hosts (any device requiring a Network Interface Card, such as a PC or networked printer) on the network.
IP Subnetworks
IP networks may be divided into subnetworks in both IPv4 and IPv6. For this purpose, an IP address is logically recognized as consisting of two parts: the network prefix and the host identifier, or interface identifier (IPv6). The subnet mask or the CIDR prefix determines how the IP address is divided into network and host parts.

The term subnet mask is only used within IPv4. Both IP versions however use the CIDR concept and notation. In this, the IP address is followed by a slash and the number (in decimal) of bits used for the network part, also called the routing prefix. For example, an IPv4 address and its subnet mask may be 192.0.2.1 and 255.255.255.0, respectively. The CIDR notation for the same IP address and subnet is 192.0.2.1/24, because the first 24 bits of the IP address indicate the network and subnet.

IP address assignment
Internet Protocol addresses are assigned to a host either anew at the time of booting i.e. dynamic IP addressing, or permanently by fixed configuration of its hardware or software called static IP address. In case of static addressing, IP addresses are assigned manually to computers by editing its VPN settings from a pool of private IP addresses. This method has a disadvantage that many a times there can be IP conflicts because more than one computers can be assigned same addresses, on the other side, if we fix the IP addresses of computers to avoid this problem then the IP assigned to a computer will be wasted and can not be used even in the situation that the computer with assigned address is not in use or turned off, this causes inefficiency. To overcome this, a method to assign address dynamically was developed.
Dynamic IP addresses are assigned dynamically by the Dynamic host control protocol (DHCP). They are used because it avoids the administrative burden of assigning specific static addresses to each device on a network. It also allows many devices to share limited address space on a network if only some of them will be online at a particular time. 
Classful Network
Initially, when IP addresses were chosen to address computers then it’s size was decided to be 32 bits long because computer experts estimated that number of computers in future will never exceed 232. But this was a misunderstanding and number of computers have now surpassed this estimate by a big difference now and as a result a new version of IP addresses i.e. IPv6 (IP address version 6) has been developed to meet the requirements.

Let us first explain how IP addresses were assigned in classical times.

A few years ago, IP addresses were assigned using classful addressing in which addresses were divided into five classes namely A, B, C, D, E.

A classful network is a network-addressing architecture used in the Internet from 1981 until the introduction of Classless Inter-domain Routing in 1993. The method divides the address space for Internet Protocol Version 4 (IPv4) into five address classes. Each class, coded in the first four bits of the address, defines either a different network size, i.e. number of hosts for unicast addresses (classes A, B, C), or a multicast network (class D). The fifth class (E) address range is reserved for future or experimental purposes.
Class A IP addresses

"Class A" IP addresses are for very large networks. The left most bit of the left most octet of a "Class A" network is reserved as "0". The first octet of a "Class A" IP address is used to identify the Network and the three remaining octets are used to identify the host in that particular network (Network.Host.Host.Host).

The 32 bits of a "Class A" IP address can be represented as 0xxxxxxx.xxxxxxxx.xxxxxxxx.xxxxxxxx.

The minimum possible value for the leftmost octet in binaries is 00000000 (decimal equivalent is 0) and the maximum possible value for the leftmost octet is 01111111 (decimal equivalent is 127). Therefore for a "Class A" IP address, leftmost octet must have a value between 0-127 (0.X.X.X to 127.X.X.X).

The network 127.0.0.0 is known as loopback network. The IP address 127.0.0.1 is used by the host computer to send a message back to itself. It is commonly used for troubleshooting and network testing.

Computers not connected directly to the Internet need not have globally-unique IP addresses. They need an IP addresses unique to that network only. 10.0.0.0 network belongs to "Class A" is reserved for private use and can be used inside any organization.

Class B IP addresses

"Class B" IP addresses are used for medium-sized networks. Two left most bits of the left most octet of a "Class B" network is reserved as "10". The first two octets of a "Class B" IP address is used to identify the Network and the remaining two octets are used to identify the host in that particular network (Network.Network.Host.Host).

The 32 bits of a "Class B" IP address can be represented as 10xxxxxx.xxxxxxxx.xxxxxxxx.xxxxxxxx.

The minimum possible value for the leftmost octet in binaries is 10000000 (decimal equivalent is 128) and the maximum possible value for the leftmost octet is 10111111 (decimal equivalent is 191). Therefore for a "Class B" IP address, leftmost octet must have a value between 128-191 (128.X.X.X to 191.X.X.X).

Network 169.254.0.0 is known as APIPA (Automatic Private IP Addresses). APIPA range of IP addresses are used when a client is configured to automatically obtain an IP address from the DHCP server was unable to contact the DHCP server for dynamic IP address.


Networks starting from 172.16.0.0 to 172.31.0.0 are reserved for private use.

Class C IP addresses

"Class C" IP addresses are commonly used for small to mid-size businesses. Three left most bits of the left most octet of a "Class C" network is reserved as "110". The first three octets of a "Class C" IP address is used to identify the Network and the remaining one octet is used to identify the host in that particular network (Network.Network.Networkt.Host).

The 32 bits of a "Class C" IP address can be represented as 110xxxxx.xxxxxxxx.xxxxxxxx.xxxxxxxx.

The minimum possible value for the leftmost octet in binaries is 11000000 (decimal equivalent is 192) and the maximum possible value for the leftmost octet is 11011111 (decimal equivalent is 223). Therefore for a "Class C" IP address, leftmost octet must have a value between 192-223 (192.X.X.X to 223.X.X.X).

Networks starting from 192.168.0.0 to 192.168.255.0 are reserved for private use.

Class D IP addresses

Class D IP addresses are known as multicast IP addresses. Multicasting is a technique developed to send packets from one device to many other devices, without any unnecessary packet duplication. In multicasting, one packet is sent from a source and is replicated as needed in the network to reach as many end-users as necessary. You cannot assign these IP addresses to your devices.

Four left most bits of the left most octet of a "Class D" network is reserved as "1110". The other 28 bits are used to identify the group of computers the multicast message is intended for.

The minimum possible value for the left most octet in binaries is 11100000 (decimal equivalent is 224) and the maximum possible value for the leftmost octet is 11101111 (decimal equivalent is 239). Therefore for a "Class D" IP address, leftmost octet must have a value between 223-239 (223.X.X.X to 239.X.X.X).

Class E IP addresses

Class E is used for experimental purposes only and you cannot assign these IP addresses to your devices.

Four left most bits of the left most octet of a "Class E" network is reserved as "1111".

The minimum possible value for the left most octet in binaries is 11110000 (decimal equivalent is 240) and the maximum possible value for the leftmost octet is 11111111 (decimal equivalent is 255). Therefore for a "Class E" IP address, leftmost octet must have a value between 240-255 (240.X.X.X to 255.X.X.X).

Failure of classful addressing:
The first architecture change extended the addressing capability in the Internet, but did not prevent IP address shortage. The problem was that many sites needed larger address blocks than a Class C network provided, and therefore they received a Class B block, which was in most cases much larger than required. In the rapid growth of the Internet, the pool of unassigned Class B addresses (214, or about 16,000) was rapidly being depleted. Also class A was too large for any organization and so most of the IP addresses of class A were wasted.

As a result, classful networks were replaced by Classless Inter-Domain routing in 1993.

Classless Inter-Domain Routing
Classless Inter-Domain Routing (CIDR) is a method for allocating IP address and routing Internet Protocol packets. Their goal was to slow the growth of routing table on routers across the Internet, and to help slow the rapid exhaustion of IPv4 addresses.

IP addresses are described as consisting of two groups of bits in the address: the most significant part is the network address, which identifies a whole network or subnet, and the least significant portion is the host identifier, which specifies a particular interface of a host on that network. This division is used as the basis of traffic routing between IP networks and for address allocation policies. Classful network design for IPv4 sized the network address as one or more 8-bit groups, resulting in the blocks of Class A, B, or C addresses. Classless Inter-Domain Routing allocates address space to Internet service provider and end users on any address bit boundary, instead of on 8-bit segments. In IPv6, however, the interface identifier has a fixed size of 64 bits by convention, and smaller subnets are never allocated to end users.

CIDR notation is a compact representation of an IP address and its associated routing prefix. The notation is constructed from the IP address and the prefix size, the latter being equivalent to the number of leading 1 bits in the routing prefix mask. The IP address is expressed according to the standards of IPv4 or IPv6. It is followed by a separator character, the slash ('/') character, and the prefix size expressed as a decimal number.
Subnet Mask

A subnet mask is a bitmask that encodes the prefix length in quad-dotted notation: 32 bits, starting with a number of 1 bits equal to the prefix length, ending with 0 bits, and encoded in four-part dotted-decimal format. A subnet mask encodes the same information as a prefix length, but predates the advent of CIDR. However, in CIDR notation, the prefix bits are always contiguous, whereas subnet masks may specify non-contiguous bits. However, this has no practical advantage for increasing efficiency.
Public and Private addresses
Public Addresses:
Public addresses are assigned by InterNIC and consist of class-based network IDs or blocks of CIDR-based addresses (called CIDR blocks) that are guaranteed to be globally unique to the Internet.

When the public addresses are assigned, routes are programmed into the routers of the Internet so that traffic to the assigned public addresses can reach their locations. For example, when an organization is assigned a CIDR block in the form of a network ID and subnet mask, that pair also exists as a route in the routers of the Internet. IP packets destined to an address within the CIDR block are routed to the proper destination.
Private Addresses:
Each IP node requires an IP address that is globally unique to the IP internet. In the case of the Internet, each IP node on a network connected to the Internet requires an IP address that is globally unique to the Internet. As the Internet grew, organizations connecting to the Internet required a public address for each node on their intranets. This requirement placed a huge demand on the pool of available public addresses.

When analyzing the addressing needs of organizations, the designers of the Internet noted that for many organizations, most of the hosts on the organization's intranet did not require direct connectivity to Internet hosts. Those hosts that did require a specific set of Internet services, such as the World Wide Web access and e-mail. The result is that most organizations only required a small amount of public addresses for those nodes that were directly connected to the Internet.

For the hosts within the organization that do not require direct access to the Internet, IP addresses that do not duplicate already-assigned public addresses are required. To solve this addressing problem, the Internet designers reserved a portion of the IP address space and named this space the private address space. An IP address in the private address space is never assigned as a public address. IP addresses within the private address space are known as private addresses. The private address space specified in RFC 1918 is defined by the following three address blocks:

· 10.0.0.0/8 
· 172.16.0.0/12 
· 192.168.0.0/16 
Private addresses are not reachable on the Internet. Therefore, Internet traffic from a host that has a private address must either send its requests to an Application layer gateway (such as a proxy server), which has a valid public address, or have its private address translated into a valid public address by a network address translator (NAT) before it is sent on the Internet.
Attacks using IP addresses
There are mainly two kinds of attacks using IP addresses as described blow:

1. Man in the middle attack:
In this kind of attack the attacker poisons the network by spreading his fake messages, he tells all client systems of network that he is the server by using fake ARP messages and as a result all clients send their request to him instead of actual server, then attacker forwards the request to server on behalf of client and receives the reply also and as a result he is able to read and check everything that clients are doing on the network, if SSL encryption is not used then attacker can also gather the sensitive information related to client.

2. IP spoofing:
In computer networks, IP address spoofing or IP spoofing is the creation of Internet Protocol (IP) packets with a forged source IP address, with the purpose of concealing the identity of the sender or impersonating another computing system
The basic protocol for sending data over the Internet network and many other computer networks is the IP. The header of each IP packet contains the numerical source and destination address of the packet. The source address is normally the address that the packet was sent from. By forging the header so it contains a different address, an attacker can make it appear that the packet was sent by a different machine. The machine that receives spoofed packets will send a response back to the forged source address, which means that this technique is mainly used when the attacker does not care about the response or the attacker has some way of guessing the response.
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